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Executive Summary
This document details the results of the system design process and the conceptual architecture
design which was developed accordingly.
The adopted system architecture was based on iterative discussions, refactoring, and an enrichment
process involving all REVEAL module developers and technology providers that are part of the
consortium.
Following the requirement analysis and the study of a number of related systems, an initial
architecture is presented that was derived according to established design principles and in direct
correspondence with the identified system requirements. The architecture specifies the main
functional components of the envisioned system and the foreseen methods for their communication
and collaboration.
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1 Introduction
1.1

Purpose of this document

The objective of this document is to present the overall architecture of the REVEAL platform. The
current document outlines the platform architecture including a general description of the
components layout, their internal architecture as well as the interactions among them. The flows and
architecture of the REVEAL platform is defined in terms of the supported functionalities, the
respective processes and the components that realise them.
This will serve as a reference point for the development work that will take place in the technical
work-packages (WP2-WP5). The decisions presented in this deliverable are subject to refinements
and modifications, based on the progress of the technical work packages, as well as the validation
and evaluation phases.
The REVEAL architecture will take also into account the legal aspects. More on this will be followed
in the next deliverable of the updated architecture D6.1.2.

1.2

Document structure

The following sections in this deliverable are:
Section 2, where the REVEAL architecture overview is presented, based on the user requirements
elicitation process and resulting technical requirements.
Section 3 describes the domain driven design approach in relation to REVEAL.
Section 4 presents an overview of the integration strategy that will be followed, together with a
timeline for following up on the related activities.
Section 5 lists all the technologies and modules that contribute to the realization of the front-end of
the REVEAL platform.
Section 6 lists all the modules that make up the REVEAL business layer. Further, it describes the
orchestration approach followed in order to fulfil the user scenarios.
Section 7 describes how data is stored and retrieved and the technologies used.
Section 8 presents the envisioned physical deployment of the REVEAL platform.
Section 9 outlines the testing procedure that will be followed on the functionalities of each module
and of the platform as a whole to ensure the quality of REVEAL’s implementation.
Finally, Section 10 concludes the deliverable.
Appendix A presents the REVEAL vocabulary.
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2 Architecture overview
2.1

Architectural principles

We consider a design as successful when it covers all the following aspects:


Usability



Performance



Security



Maintainability



Scalability

In the architectural design of the REVEAL platform we are addressing all of the above in order to
make a robust and fully flexible system, which will cover all the needs of REVEAL project. From a
conceptual point of view, as most modern software architectures, it follows a layered architecture
pattern. Thus, the system’s modules are divided into four distinct layers, each responsible for a
specific set of functionalities. By convention, the layers interact with each other in a top-down
manner, with each layer being able to access all layers below. A lower layer should never interact
with layers above. This convention helps to avoid circular dependencies between layers.

2.2

Layered Architecture Pattern

The layers in a generic layered architectural design of any software platform are described as
follows:


Presentation Layer: Contains all the User Interfaces and Visualization Modules



Services Layer: Exposes multiple APIs in the form of web services, defining a set of
resources/methods as well as message structures



Business Layer: Encapsulates all the business logic, as well as core domain entities of the
system. It implements all system’s workflows and offers a simplified API (system façade) to
the top layers for fulfilling the business workflows.



Data Layer: Consists of all Data Access Objects as well as external service consumers. It is
the broker to all the persistence storage and external data.



Cross-Cutting Layer: Although it is not one of the basic four layers, it contains a set of
features and modules which do not belong to a specific layer, since they are collaborating
with all layers of the platform. These modules refer mainly to security and communication.
1

The following diagram depicts the layered software architecture:

1

http://blogs.msdn.com/b/jmeier/archive/2008/11/24/application-architecture-diagrams-added-to-codeplex.aspx
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Figure 1: Layered Architecture

The layered architectural design addresses all the aspects that we are targeting. Together with other
software architectures and standards that are followed, it helps us to apply the best standards in all
the design aspects we are focusing on. More specifically:
Usability: The fact that we are following a layered architecture isolates the presentation modules
from the logic layer, giving the possibility to focus on good User Experience design (UX). Thus, a
web designer or a usability expert can work separately on the User Interface unaffected by the
backend system developers. These experts can focus distinctly on the User Interface to maximize
the quality of user experience. Internally, inside the presentation layer, we are going to follow a
Model View Controller design pattern for building a web application, starting from a plain, welldefined user interface that consumes the services provided by the backend. The use of cutting-edge
technologies like HTML5, CSS3 and jQuery will offer the best set of front-end features to provide a
clean and fully functional interface. Finally, we are going to follow an agile methodology for
developing the platform, based on rapid prototyping and frequent iterations. This enables more
frequent evaluations close to the end-user of the platform and better result in terms of meeting the
usability requirements.
Performance: For tackling performance issues, we are going to rely on two factors – caching and
distribution. The system architecture logic is implemented in the backend and is exposed through an
API of RESTful web services. These services offer parallelization in calls to the backend and can be
deployed independently in a distributed way among several nodes of the cloud, following a Software
Service Oriented Architecture. If needed, we could also use an Enterprise Service Bus to merge
several heterogeneous services of the backend. If needed, load balancing and caching will be
Project Title: REVEAL
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applied between the presentation and the services layers. Additionally, the caching of data can take
place even between the business layer and the data layer, when frequent fetching of the same data
is required.
Security: The security features will be applied system-wise, covering all layers of architecture. The
external API (Service Interfaces) exposed by the platform can be secured by means of encryption
over HTTP via SSL, which is the standard protocol for security over the Internet. Only the Services
Layer and the UI is exposed publicly. Therefore, for the rest of the system (e.g. Databases) we don’t
need further security since it is located inside a closed environment, which will be secured from the
outside world by means of the cloud’s firewall. Thus, no one will be able to access the business or
data layer but only the modules that reside on the same LAN.
Maintainability: For addressing maintainability, we are going to follow standards oriented and
technology independent architecture. Focusing on well-defined generic standards (e.g REST) we
don’t rely on specific knowledge for proprietary solutions and standards. We will use only opensource solutions written in JVM languages (Java, Groovy) or Python and Javascript that are crossplatform and fully flexible. For code collaboration tools, we are going to use an overall Continuous
Integration solution with Hudson/Jenkins, maven, sonar and subversion for code versioning
management. For communication between the various developer teams, we are going to use a
Redmine ticket tracking system. Trac is an interesting alternative solution that provides similar
functionality. This way all tickets can be traceable and all code commits can be examined and
explained, referring to specific tickets.
Scalability: The system is going to be able to scale up based on the volume of the requests. The
elasticity will be provided by the cloud platform itself by configuring the resources appropriately. The
architecture is free to scale up easily due to the service oriented distributed nature of the backend.

2.3

Distributed Realtime Computation with Storm
2

Apache Storm is a free and open source distributed real-time computation system. Storm makes it
easy to reliably process unbounded streams of data, doing for real-time processing what Hadoop did
for batch processing. Storm is simple, can be used with any programming language. Storm has
many use cases: real-time analytics, online machine learning, continuous computation, distributed
RPC, ETL, and more. Storm is fast: a benchmark clocked it at over a million tuples processed per
second per node. It is also scalable and fault-tolerant.
Storm distinguishes between the following three main entities that are used to actually run a topology
in a Storm cluster:




Worker processes
Executors (threads)
Tasks

A worker process executes a subset of a topology, and runs in its own JVM. A worker process
belongs to a specific topology and may run one or more executors for one or more components
(spouts or bolts) of this topology. A running topology consists of many such processes running on
many machines within a Storm cluster.
An executor is a thread that is spawned by a worker process and runs within the worker’s JVM. An
executor may run one or more tasks for the same component (spout or bolt). An executor always has
one thread that it uses for all of its tasks, which means that tasks run serially on an executor.
2

Apache Storm: https://storm.incubator.apache.org/
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A task performs the actual data processing and is run within its parent executor’s thread of
execution. Each spout or bolt that you implement in your code executes as many tasks across the
cluster. The number of tasks for a component is always the same throughout the lifetime of a
topology, but the number of executors (threads) for a component can change over time.
Storm is a key part of the REVEAL ecosystem consisting of a single storm controller per partner and
many storm topologies. WP6 pilot applications will be invoking the Storm controllers through an
HTTP endpoint for initiating new processing procedures. Each storm topology is a packaged JAR file
containing a storm runner class (Java) to launch the topology and several storm bolt processing
classes (Java, Python) to perform the processing acts required.

2.4

Overall Architecture of REVEAL Platform

The overall architecture of REVEAL is depicted in the following diagram:

Figure 2: Overall Architecture

As seen in this diagram, all actions start from the pilot application (UI). From the UI, a user can start
a new campaign which invokes a new crawling activity, can start the analysis workflows of the
backend and can also visualise the results of the analysis.
Social media client framework populates the RabbitMQ message broker with new content, which is
also copied inside a mongoDB NoSQL database (through MQ2mongo module). There will be a
continuous generic crawling activity with default specifications and there will also be focused
crawling activity invoked through specific requests from the UI.
The backend analysis of the fetched raw content is divided in offline (batch) process and online
(mainly storm) process. For triggering new storm topologies, the UI uses the storm controllers, which
expose a RESTful HTTP interface. The design pattern for Storm in REVEAL is to create a single
Project Title: REVEAL
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3

storm controller (per partner) and many storm topologies . Each storm controller is a HTTP endpoint
that allows pilot applications to easily start new processing for new situation assessments. Each
storm topology is a packaged JAR file containing a storm runner class (Java) to launch the topology
and several storm bolt processing classes (Java, Python) to perform the processing acts required
(e.g. geo-parsing).
Similarly, the UI uses the orchestrator’s HTTP API for invoking a new offline batch process with
specific input. The offline process modules can also be triggered by cronjobs or they could run as
endless loops, which keep polling mongodb to detect new entries. All modules of the offline process
can either expose a RESTful API to be invoked by the orchestrator, or could be java jar libraries to
be used directly from the wrapper code of the orchestrator.
The persistent layer includes also secondary databases, used internally for specific purposes in
some or all topologies/processes (Berkley DB, Apache Solr, neo4j, RDF triple store etc.). The
detailed description of each module, as well as the orchestration/communication mechanisms to be
used in every layer is described in the following sections.

3

REVEAL D5.1: Analytic report of metadata template definitions

Project Title: REVEAL
Project Coordinator: INTRASOFT International S.A.
Page 16 of 52

Contract No. FP7-610928
www.revealproject.eu

D6.1.1 – Architecture and specifications

Version: final – v.0.3, Date: 29/08/2014

3 Domain Driven Design
3.1

Core domain and domain logic
4

Domain-Driven Design (DDD) is an approach to software development for complex needs by
connecting the implementation to an evolving model. In domain-driven design, three basic uses
determine the choice of a model.


The model and the design of the product are tightly bound. This binding of model and
implementation also helps during maintenance and continuing development, because the
code can be interpreted based on understanding the model.



The model is the backbone of a language used by all team members



The model is an agreed-upon way of structuring key elements in a project to facilitate partner
collaboration

This model-based communication is not limited to diagrams in Unified Modelling Language (UML).
To make most effective use of a model, it needs to pervade every medium of communication. It
increases the utility of written text documents, as well as the informal diagrams and casual
conversation reemphasized in Agile processes. It improves communication through the code itself
and through the tests for that code.

3.2

Ubiquitous Language

A project faces serious problem when its language is fractured. Usually, domain experts have limited
understanding of the technical terms of software development, but they use the terms of their field.
Developers, on the other hand, may understand and discuss the system in descriptive, functional
terms, devoid of the meaning carried by the experts' language. Alternatively, developers may create
abstractions that support their design but are not understood by the domain experts. Developers
working on different parts of the problem work out their own design concepts and ways of describing
the domain.
The terminology of day-to-day discussions is disconnected from the terminology embedded in the
code (ultimately the most important product of a software project). On a project without a common
language, developers have to translate for domain experts. Also, domain experts translate between
developers and still other domain experts. Developers even translate for each other. Translation
frequently hides model concepts, which leads to inefficient refactoring of code. The overhead cost of
all the translation is reflected in the quality of the product.
A project needs a common language that is more robust and offers a channel of communication for
every developer or domain expert. This implies continuous effort by all teams for the formulation of a
common language, which derives directly from the module of the system. This language will be used
for the communication of all members of for the software implementation.
The vocabulary of that Ubiquitous Language includes the names of classes and prominent
operations. The language includes terms to discuss rules that have been made explicit in the model.
This language is also enriched with the names of patterns the team commonly applies to the domain
model.

4

Domain-Driven Design: Tackling Complexity in the Heart of Software Hardcover (ISBN: 978-0321125217)
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The model-based language should be used among developers to describe not only artifacts in the
system, but tasks and functionality. This same model should supply the language for the developers
and domain experts to communicate with each other, and for the domain experts to communicate
among themselves about requirements, development planning and features.
With a Ubiquitous Language, conversations among developers, discussions among domain experts,
and expressions in the code itself are all based on the same language, derived from a shared
domain model.
In the scope of REVEAL, we have started formulating such a ubiquitous language to be used among
all the teams through a collaborative process between various team members (both domain experts
and technical experts). This has resulted in a live document persisted in the wiki of the project, which
is expected to evolve throughout the lifecycle of REVEAL project. A current snapshot of this
document is attached in the appendix of this deliverable.
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4 Integration
For the integration purposes of REVEAL project we are going to follow Agile Software Development
Practices with frequent integration cycles, rapid prototyping and close collaboration between selforganising, cross-functional teams (section 4.1). Based on agile principles, we are also going to
apply Continuous Integration techniques for performing automated building, testing and deployment
of the provided modules. For adopting Continuous Integration practices we are going to setup a
development environment containing a set of continuous integration tools. The tools and the
workflow of the continuous integration process is described in section 4.2 of this document. The
modules that will take part in the continuous integration workflow shall be based on maven.
Except for the continuous integration approach, we are going to follow a remote deployment setup by
the developers of fully functional Docker containers which are going to be delivered to the integration
rd
team. This approach will be mainly used for the setup of the various Storm environments (3 party
dependencies + repositories) which are going to host the different Storm topologies. Once a Docker
container is configured, it will be moved to the production server which will contain the main Docker
installation. Further information about the setup of Strom clusters can be found in section 4.3 of this
document.

4.1

Agile Methodology
5

Agile software development (ASD) is a group of software development methodologies based on
iterative and incremental development, where requirements and solutions evolve through
collaboration between self-organising, cross-functional teams, addressing the development efforts
performed in the various stage of a project.
There are many specific ASD methods. Most of them promote development, teamwork,
collaboration, and process adaptability throughout the life-cycle of the project. ASD goes beyond
traditional software development processes (such as Waterfall) and exploits an evolutionary method
that is an iterative and incremental approach to software development and integration. Thus, the
requirements and design phases are iteratively met with the development phase to incrementally
produce system software releases, which can be assessed over the suitability, the maturity and the
immediate business value. On top of them, ASD foresees an intense testing phase, in which the unit
testing is achieved from the developer’s perspective and the acceptance testing is conducted from
the customer’s perspective. Thus, the major difference with respect to the iterative approaches of
plan-based methodologies (like RUP and Spiral) is the fact that requirements and testing are part of
the actual development iterative process and the target stakeholders can be progressively involved
in the development process aiming to deliver high quality software.
“The best architectures, requirements, and designs emerge from self-organising teams”. ASD
manifests that “working software is the primary measure of progress”. Thus, agile methodology
approaches the requirements of a software environment, like the cloud market, iteratively by
frequently delivering working software prototypes. These prototypes enable the project development
and business teams to work together and maximise the quality of the produced output.
ASD can be suitable for the development strategy of an ICT solution, mainly because:

5

http://agilemethodology.org/
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A parallel process between the development of the planned software solution and the
verification of the requirements can be followed, leading to business oriented people to
actively participate in the specification of use cases and the evaluation of the system
developments and provide valuable feedback in an iterative way;
The work on individual and independent development fields is split among small groups
comprising the separate development teams;
As a ready to the market solution is envisaged rapidly, the solution can benefit from frequent
releases to align the work done among the individual teams;
The producing releases can be exchanged among senior technical teams and business
oriented groups to evaluate the effectiveness of the solution in real business situations.

Extreme Programming (XP) and SCRUM are the most popular agile-based software development
methodologies. Such methodologies can decrease the time required to produce releases and
engage the customer in the development process, maximising the possibilities for a high quality
output. On the other hand, the effectiveness of these methodologies is tightly coupled to the proper
communication between business end users and engineering teams, while the lack of specific
documentation might put the final acceptance at risk.

4.2

Continuous Integration

Description
6

Continuous Integration is a software development practice where members of a team integrate their
work frequently, leading to multiple integration cycles per day. On each cycle, the code is
automatically tested to detect integration issues and the produced software modules are
automatically deployed on an integrated testing environment. This approach leads to significantly
reduced integration problems and allows a team to focus on adding features rather than spending
time in bug fixing.
Benefits







Eliminates long and tense integration phases – integration phases are relatively shorter
Better collaboration and communication between teams of the project
Fast detection and elimination of issues
Less debugging, focusing on adding features
Immediate testing of code in an integrated environment
Deliver software more rapidly

Practices








6

Maintain a single source repository (e.g. git/svn)
Automate build and deployment with a CI server (e.g. Jenkins/Hudson)
Make your build self-testing with unit tests (e.g. JUnit)
Every commit should trigger a new build
Deploy and test in a clone of the production environment
Expose to the whole team the latest executable
New build changes visible to everyone

http://www.martinfowler.com/articles/continuousIntegration.html
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Workflow
The workflow of the continuous integration process is summarized in the following diagram, starting
from step 1 and repeating the same steps on every iteration.

Figure 3: REVEAL continuous integration

Tools
7

Hudson : Hudson is an open source tool used to perform Continuous Integration. It monitors a SCM
(Source Control System) and if changes occur, it starts to monitor a build system (for example
Apache Ant or Maven). Hudson will monitor the whole process and provide reporting functionality
and notification functionality to report success or errors.
8
Jenkins : Jenkins is an alternative to Hudson open source tool for CI processes. It monitors the
execution of repeated jobs, such as building a software project, focusing on building and testing
7

http://hudson-ci.org/

8

http://jenkins-ci.org/
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software projects continuously and providing an easy-to-use so-called continuous integration
system, making it easier for developers to integrate changes to the project, and making it easier
for users to obtain a fresh build. The automated, continuous build increases the productivity.
Jenkins can, also, monitor the execution of externally-run jobs, such as cron jobs and procmail
jobs, even those that are run on a remote machine.
9
Apache Maven : Apache Maven is a software project management and comprehension tool. Based
on the concept of a Project Object Model (POM), Maven can manage a project's build, reporting
and documentation from a central piece of information. It is important that all modules stay
compatible with maven rules, sharing the same .pom file. In this way, the integration will be
easily controlled through maven and moreover, the project will be independent of an IDE; as a
maven project can be opened in Eclipse, Netbeans, IDEA etc.
10
Redmine : a flexible project management open source web application for issue tracking and
ticketing.
11
Subversion : A software versioning and a revision control system distributed under a free license.
12
Sonarqube : Sonarqube is an open source software quality platform. Sonar uses various static
code analysis tools such as Checkstyle, FindBugs, Clover to extract software metrics, which then
can be used to improve software quality.
13

Sonatype Nexus : Nexus is an advanced repository management tool for controlling all the build
and third party dependencies of a project. It can be used among a team of developers for sharing
common libraries

4.3

Storm Cluster Setup

For those components that will be delivered as Storm topologies there is the need to ensure that the
hosting environment (i.e. a Storm cluster) has been set up appropriately and that all software
dependencies are met. A Storm cluster installation is not a trivial procedure and consists of the
installation and configuration of Storm and Zookeeper as well as the running of their respective
daemons under process supervision, in a number of nodes. The idea is to take advantage of Docker
and be able to reproduce the Storm cluster stack as a unit of software deployment that can be
shared by the REVEAL partners, ensuring thus that is configured as expected.
Docker is an open platform for developers and sysadmins to build, ship, and run distributed
applications. Consisting of Docker Engine, a portable, lightweight runtime and packaging tool, and
Docker Hub, a cloud service for sharing applications and automating workflows, Docker enables
apps to be quickly assembled from components and eliminates the friction between development,
14
QA, and production environments.

9

http://maven.apache.org/

10

http://www.redmine.org/

11

https://subversion.apache.org/

12

http://www.sonarqube.org/

13

http://www.sonatype.org/nexus/

14

Docker - An open platform for distributed applications for developers and sysadmins.
https://www.docker.com/whatisdocker/
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REVEAL Integration Roadmap

In this section we provide an overview of the integration plan in the REVEAL project based on the
discussions followed with the technical partners and users.
Month 9 (Jul)





Research in technologies/solutions
Technical Discussions
Specifications
Definitions

Month 10 (Aug)


Architecture V.1.0

Month 11 (Sep)





Install Gitlab
Create git accounts
Setup CI environment (Hudson/maven/Sonar/Sonatype Nexus/Redmine (or Asana) +
configuration (accounts, permissions)
Setup Testbed with Python v.2.7, v3.3

Month 12 (Oct)









Create project scaffolds in git repo (maven structure for each module)
Install mongodb + configuration
Install Solr + configuration (+ apache tomcat)
Implement Solr API (HTTP or java+python libs)
Implement mongodb API (HTTP or java+python libs)
Implement crawler module for accessing contributor data for WP2 (from Twitter REST API)
ITINNO deployment of ITINNO Crawler v.1.0 on the ATC testbed and testing by ITINNO
Define orchestration mechanism for non-Storm workflows

Month 13 (Nov)







HTTP API definition for endpoint controllers
CI jobs + workflows (nightly builds etc)
Implement crawler adaptor for getting items from RabbitMQ and store them to mongodb
ITINNO/ATC run-through of the ITINNO crawler v.1.0 invoked by the ATC pilot app (or a
mockup of it)
ITINNO screen mockups (early ideas on paper) for map view, topic view, social view to allow
end user partner comment
ATC screen mockups (early ideas on paper) for UI

Month 14 (Dec)





Implement clients for endpoint controllers
Implement orchestration mechanism for non-Storm workflows
SAG Drupal service to fetch content from enterprise portal
ATC gives guidelines to partners about how to install Docker at their local dev environment
and (if needed) to provide Docker (Ubuntu) images to download and deploy
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Month 15 (Jan)



UniKob, ITINNO, CERTH to setup the Docker containers and provide them as images to
ATC
Preliminary prototype

Month 16 (Feb)






Deployment, configuration, testing of Docker images (in Storm clusters)
ATC to deploy Docker images at REVEAL production cluster, run and test by ATC pilot app
or mockup
Polling mechanism for fetching updates of content from SAG Drupal instance
st
ATC test ITINNO 1 draft web page visualizations. Functionality will be basic at this stage
and this is an integration test
ATC test partner storm controllers invoked by ATC pilot app and the end user interface to do
this.

Month 18 (Apr)




Architecture v.2.0
ITINNO screen mockups (based on in-development UI work) for map view, topic view, social
view to allow end user partner comment
ATC screen mockups (based on in-development UI work) for UI+filters

Month 20 (Jun)



ATC UI v.1.0 + filters
Release of first prototype modules from each technical partner

Month 21 (Jul)


Integration activities, debugging, testing of first prototype modules

Month 22 (Aug)


Platform v.1.0

Project Title: REVEAL
Project Coordinator: INTRASOFT International S.A.
Page 24 of 52

Contract No. FP7-610928
www.revealproject.eu

D6.1.1 – Architecture and specifications

Version: final – v.0.3, Date: 29/08/2014

5 Presentation Layer
5.1
5.1.1

Technologies/Dependencies
AngularJS

AngularJS lets you extend HTML vocabulary for a specific application. The resulting environment is
expressive, readable, and quick to develop.
It is a toolset for building the framework most suited to your application development. It is fully
extensible and works well with other libraries. Every feature can be modified or replaced to suit
unique development workflows and feature needs.
Data-binding in AngularJS is an automatic way of updating the view whenever the model changes,
as well as updating the model whenever the view changes. This eliminates the need for DOM
manipulation during the execution of a web application.
Controllers are the behavior behind the DOM elements. AngularJS allows to express the behavior in
a clean readable form without the usual boilerplate of updating the DOM, registering callbacks or
watching model change.

5.1.2

jQuery

jQuery is a free, open-source, cross-platform JavaScript library designed to simplify the client-side
scripting of HTML. It is the most popular JavaScript library in use today.
jQuery's is designed to make it easier to navigate a document, select DOM elements, create
animations, handle events, and develop Ajax applications. jQuery also provides capabilities to create
plug-ins on top of the JavaScript library. This allows the creation of abstractions for low-level
interaction and animation, advanced effects and high-level, theme-able widgets. The modular
approach to the jQuery library allows the creation of powerful dynamic web pages and web

applications.
5.1.3

NodeJS

Node.js is a cross-platform runtime environment and a library for running applications written in
JavaScript outside the browser (for example, on the server).
Node.js applications use non-blocking I/O and asynchronous events designed to maximize
throughput and efficiency. Node.js applications run single-threaded or and multi-threaded. The
original Node.JS distribution is based on single threaded logical execution, although Node.js uses
multiple threads for file and network events. Node.js is mainly used for real time applications due to
its asynchronous nature, allowing information to be displayed faster to users without the need for
refreshing the entire page.
Node.js is a runtime environment combined with libraries for common web application requirements.
Internally, it uses the Google V8 JavaScript engine to execute code, and a large percentage of the
basic modules are written in JavaScript. Node.js contains a built-in asynchronous I/O library for file,
socket and HTTP communication. The HTTP and socket support allows Node.js to act as a web
server without additional web server software such as Apache.
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HTML5/CSS

HTML (the Hypertext Markup Language) and CSS (Cascading Style Sheets) are two of the core
technologies for building Web pages. HTML provides the structure of the page, CSS the (visual and
aural) layout, for a variety of devices. Along with graphics and scripting, HTML and CSS are the
basis of building Web pages and Web Applications.

5.1.5

Decision support visualisation (ITINNO)

This is a module to be embedded in the UI (will be provided HTML + javascript code) to access and
visualise the analysed output of the WP5.
Name
Description

Input
Output
API methods
Technologies
rd
3 party
dependencies

Decision support visualisation
The WP5 visualization component will be based upon a combination of a
mapping server (e.g. Geoserver), database access layer and javascript.
Each visualization (i.e. geospatial, social and topical) is driven directly from
the situation assessment database tables. In this way data is continually
added / updated to the database and these changes are automatically
visualized on the next refresh cycle. All visualizations are web-based and
can be embedded into WP6 pilot applications.
SQL queries of the situation assessment database table set (geospatial,
social, topical) and SPARQL queries of trust model (triple store)
Interactive HTML + Javascript (e.g. D3, OpenLayers) rendered web pages
N/A (driven by async database queries and visualizing the latest situation
assessment view)
Python
GeoServer, PostgreSql + PostGIS, HTML, Javascript (D3 probably)
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6 Business Layer
6.1

Analysis Modules (module ID card)

6.1.1

Community extractor profiler (CERTH)

Name
Description
Input
Output
API methods

Community Extractor-Profiler
Responsible for extracting communities (groups) of online users and profile
information per community.
- Gets users’ network structure
- Gets category predictions for users from User Network Profile Classifier
- Provides communities (groups) of users and profile information for each
community
-scipy.sparse.coo_matrix community_matrix
extract_communities(scipy.sparse.coo_matrix network_view,
dict all_user_labels)
-dict community_profiles
profile_communities(scipy.sparse.coo_matrix community_matrix)

Technologies
rd

3 party
dependencies

6.1.2

Multimedia concept detector (CERTH)

Name
Description
Input
Output

API methods
Technologies
rd

3 party
dependencies

6.1.3

The community_profiles dictionary contains unique community integer ids as
keys and custom CommunityProfile objects as the corresponding values.
- Python v3.3
- Tuned multithreaded ATLAS library + NumPy + SciPy
None

Multimedia concept detector
Assigns concepts / class labels (e.g. Sky, Nature, Highway) to images
Image & Metadata
Concepts per input image & concept prediction scores
Apart from the content, class labels could also refer to image types (e.g.
photo, graphic, meme)
List<Concept>detectConcepts(Image img, ImageMetadata metadata) where
Concept contains a String (name) and a double (prediction score).
Java, a database (e.g. mongoDB or mySQL) to store the class labels and
(currently) the use of Matlab Compiler Runtime (although we will try to move
to a 100% Java solution).
(if the Matlab Compiler Runtime is removed, we plan to use Storm for this
module)

Multimedia clusterer (CERTH)

Name
Description
Input
Output
API methods
Technologies
rd
3 party
dependencies

Multimedia clusterer
Extracts clusters (groups) of images that depict the same scene / story
Collection of images & Metadata
Image clusters &(optionally) aggregated metadata
/media/text/cluster (POST)
/media/image/cluster (POST)
Java, a database (e.g. mongoDB) to store the cluster and metadata
None
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6.1.4

Multimedia geolocator (CERTH)

Name
Description
Input
Output
API methods

Technologies
rd
3 party
dependencies

6.1.5

Input
Output
API methods
Technologies
rd
3 party
dependencies

Multimedia indexer
Indexes images by extracting local descriptors based solely on their visual
content
Image
IndexingResult (probably a boolean saying whether indexing was successful
or not)
/media/image/index (POST)
/media/text/index (POST)
Java, BerkeleyDB
Storm

Multimedia manipulation and history builder (CERTH)

Name
Description
Input
Output
API methods
Technologies
rd
3 party
dependencies

6.1.7

Multimedia geolocator
Infers location information from multimedia items in combination with T4.1
components
Image& Metadata
Location (latitude, longitude or higher level location information e.g. city /
country) & confidence score
LocationEstimategetLocationEstimate(Image img, ImageMetadata
metadata) where LocationEstimate will contain a Location and a double
(confidence score)
Java, a database to store the inferred location
Storm, T4.1 input (optional at the moment)

Multimedia indexing (CERTH)

Name
Description

6.1.6

Version: final – v.0.3, Date: 29/08/2014

Multimedia manipulation history builder
Responsible for eliciting a history of manipulations for a popular online
image
Cluster of images that refer to the same scene / story
Graph / tree of manipulations
Too early to define.
Java, probably a graph database to store the produced tree
None

Multimedia similarity retriever (CERTH)

Name
Description
Input
Output
API methods
Technologies
rd
3 party
dependencies

Multimedia similarity retriever
Retrieves images (out of the set of indexed ones) that are very similar (nearduplicates) to the input image
Image
Ranked list of near-duplicate images & similarity scores
/media/image/search (GET)
Java, BerkeleyDB
None
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Multimedia modality extractor (CERTH)

Name
Description
Input
Output

API methods

Multimedia Modality Extractor
Responsible for extracting social modalities for online media items.
- Gets the Multimedia Social Context Builder module’s output for a given
media item
- Provides numerical scores that quantify the popularity, influence and
controversiality of media item
- Provides predicted numerical scores for popularity, influence and
controversiality of media item
- dict modality_values
quantify_modalities(int media_item_id)
- dict modality_predictions
predict_modalities(int media_item_id)

Technologies
rd

3 party
dependencies

6.1.9

The aforementioned dictionaries have strings as keys (e.g. “popularity”,
“influence”, “controversiality”) and integers or floats as the corresponding
values.
- Python v3.3
- Tuned multithreaded ATLAS library + NumPy + SciPy
None

Multimedia social context builder (CERTH)

Name
Description
Input
Output

API methods
Technologies

Multimedia Social Context Builder
Responsible for creating a social interaction graph around a given popular
online media item.
- Gets a seed popular online media item.
- Collects and stores a list of implicated users (sharers, commenters etc.)
- Collects and stores the discussion tree under the media item
- Collects and stores the implicated user interaction network
- Collects and stores timestamps
- collect_and_store(int media_item_id)
- Python v3.3
- Possibly a graph database

rd

3 party
dependencies

OSN API wrappers for collecting structure information

6.1.10 SN structure collector (CERTH)
Name
Description
Input
Output
API methods

Technologies
rd

3 party
dependencies

SN Structure Collector
Responsible for deciding upon relevant users and collecting and storing the
network structure around them.
- Gets users to be profiled
- Collects and stores relevant network structures to be used in user profiling
- list user_id_list
form_relevant_user_list(list target_user_id_list)
- collect_and_store(list user_id_list)
- Python v3.3
- Possibly a graph database
OSN API wrappers for collecting structure information
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6.1.11 User network profile classifier (CERTH)
Name
Description
Input

Output
API methods

Technologies
rd

3 party
dependencies

User Network Profile Classifier
Responsible for deriving category information about a user based on the
user’s network structure (explicit or implicit).
- Gets a set of category labels (e.g. topics/themes of interest)
- Gets users’ network structure (follow, reply networks)
- Gets some annotated users
- Provides category predictions for the rest of the users with a prediction
score
- scipy.sparse.coo_matrix user_label_matrix
classify_users(scipy.sparse.coo_matrix network_view,
dict method_parameters,
scipy.sparse.coo_matrix annotated_user_label_matrix)
- Python v3.3
- Tuned multithreaded ATLAS library + NumPy + SciPy
None

6.1.12 Web crawler (CERTH)
Name
Description
Input
Output
API methods
Technologies
rd
3 party
dependencies

Web crawler
Collects images and their respective metadata from a list of news sites
A list of seed URLs
Indexed images and metadata
/media/crawl (GET)
Java, BUbiNG web crawler, BerkeleyDB, Solr
None

6.1.13 Geospatial context extraction (pre-) processing (ITINNO)
Name
Description

Input
Output
API methods
Technologies
rd
3 party
dependencies

Geospatial context extraction (pre-) processing
Collection of Storm topologies supporting pre-processing and processing
activities associated with geospatial context. The pre-processing topology
takes new focus areas and prepares location information from a planet
OpenStreetMap database ready for real-time geo-parsing. A geo-parse
topology matches pre-processed locations to real-time text streams. A geoclassification topology classifies text streams in terms of how they use the
location words.
Prepared JSON from crawler via RabbitMQ + Planet OSM database +
Geoclassifier training data
JSON annotations to RabbitMQ (per content item geoparsed locations &
geoclassified class labels)
Storm topology (see D5.1 section 2)
Python
Storm, Rabbitmq,Openstreetmap, Postgresql + PostGIS
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6.1.14 Situation assessment framework (ITINNO)
Name
Description

Input
Output
API methods
Technologies
rd
3 party
dependencies

Situation assessment framework
The 'situation assessment' topology consists of a set of aggregation steps
which combines all the incremental annotations into a single situation
assessment database table set. New content items are added as new rows
in an item table. New annotations add rows into tables for location, tags,
URL's etc. When items or annotations are updated the associated statistics
will also be recalculated. This situation assessment database table set can
then be visualized by the decision support framework at any time.
JSON annotations from WP2/3/4 components via RabbitMQ
Situation assessment database table set (geospatial, social, topical) and
SPARQL queries of trust model (triple store)
Storm topology (see D5.1 section 2)
Python
Storm, Rabbitmq, OpenStreetMap, Postgresql + PostGIS, Triple store (e.g.
OWLIM SE)

6.1.15 Social media client framework (ITINNO)
Name
Description

Input
Output
API methods

Technologies
rd
3 party
dependencies

Social media client framework
HTTP endpoint supporting searching and crawling of various social media
sites including Twitter, YouTube, Instagram and FourSquare. Crawled
content is published to RabbitMQ as JSON formatted text ready for
subsequent real-time and/or batch processing.
public social media content (search/stream) and local content (replay)
Fetched content
GET /
GET /<media>
GET /<media>/<id>
POST /<media>/search
POST /<media>/stream
POST /<media>/replay
--> replay a set of JSON objects serialized on disk
DELETE /<media>/stream/<id>
DELETE /<media>/replay/<id>
- tech ==>
- 3rd party ==> rabbitmq, postgresql + postGIS
Python
RabbitMQ, Postgresql + PostGIS

6.1.16 Geospatial semantic model (UniKob)
Name
Description

Input
Output
API methods
Technologies

Geospatial semantic model
The module extends the spatial semantic context of a semantically encoded
and interlinked entity, e.g. a user or a social media content item. This
means, for an entity represented on the Linked Open Data cloud as a URI
the module explores the links of this entity and identifies additional and
related location entities. These additional location entities enrich the
geospatial context.
URI of a location entity
URIs of related location entities
Java, RDF

Project Title: REVEAL
Project Coordinator: INTRASOFT International S.A.
Page 31 of 52

Contract No. FP7-610928
www.revealproject.eu

D6.1.1 – Architecture and specifications

rd

3 party
dependencies
Repositories

Version: final – v.0.3, Date: 29/08/2014



Geospatial Context extraction Module (ITInno), which encodes
recognized Open Street Map entities as LinkedGeoData URIs.
 External Java libraries for working with RDF (currently JENA)
RDF-Triplestore (e.g. Sesame, Virtuoso)

6.1.17 Geospatial topic model (UniKob)
Name
Description

Input

Output

API methods
Technologies
rd
3 party
dependencies
Repositories

Geospatial topic model
The module builds a region-aware topic model. It is a supervised
probabilistic approach which needs training data to detect regions and the
topics. Afterwards it can be applied to identify a probability distribution of
topics and regions over a given content item. Accordingly the module will
provide two different API interfaces: one for training the model and one for
analysing content items.
Training phase:
 Set of content items (text) annotated with geospatial coordinates
Application phase:
 Content item (text)
Training phase:
 Regions
 Topic model (Probability distributions of words over regions)
Application phase:
 Topic distribution
 Region distribution
N/A
Java
None (currently, maybe some convenience Java libraries)
None (currently, maybe a repository will be used to serialize the topic
models)

6.1.18 Role analysis (UniKob)
Name
Description

Input

Output

API methods
Technologies
rd
3 party
dependencies

Role analysis
The module will assign roles to users based upon their interaction activity
pattern in a specific community. The module is unsupervised, but needs a
reference data set to automatically detect activity levels. Therefore it has
API interfaces for an unsupervised training phase as well as for the
subsequent application of generated classification rules.
Training phase
 Set of feature vectors for users. The vector has 7 dimensions and
float values.
Application phase
 Single user feature vector (same style as for training)
Training phase
 Boundaries of activity levels for high, med or low activity for each
feature dimension
Application phase
 One of the following 8 roles: Elitist, Grunt, Joining Conversationalist,
Popular Initiator, Popular Participant, Supporter, Taciturn, Ignored
N/A
Java
 PServer (NCSR’D): for storing roles
 Social Context Module (UKob): feature generation
 External Java libraries for working with statistics (Apache commons
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(math))
None (currently)

6.1.19 Semantic context model (UniKob)
Name
Description

Input
Output
API methods
Technologies
rd

3 party
dependencies
Repositories

Semantic context model
The module will construct and analyse the semantic context of semantic
entities. To this end it will use publicly available information from the Linked
Open Data cloud to connect the entities on a semantic level and evaluate
the shape and type of this connections, e.g. by assigning a coherence
score. Accordingly the module will have two different API outputs, one for
the simple construction of the connecting semantic graph and one for the
analysis.
 Set of URIs representing semantic entities
 (Construction) Semantic graph connecting the entities
 (Analysis) Coherence score of the graph
N/A
 Java
 RDF
 Modules generating semantic context for entities, e.g. the
Geospatial semantic model (UKob)
 External Java libraries for working with RDF (currently JENA)
 RDF-Triplestore (e.g. Sesame, Virtuoso)

6.1.20 Social context model (UniKob)
Name
Description

Input

Output

API methods
Technologies
rd
3 party
dependencies
Repositories

Social context model
The module analyses the interaction between users and content items to
construct social context features for a specific community. These features
quantify levels of interaction as well as aggregated characteristics of a user
and/or content items. These features serve as basis for other analytical
processes. The module will be flexible to operate on different types of
communities. In its most basic form it only assumes the availability of
structural information consisting of users and discussion trees without
actually any information about the content. If a concrete analysed
community provides more information (e.g. Twitter, StackExchange, etc.),
the module will be extended to cover also this information.
 Community consisting of users and content items as well as an
author connection between users and content items and a reply
relation between content items.
 (Optional) additional features of users and content items, e.g. user
age or the actual text in a content item.
 Feature vectors for users
 Feature vectors for content items
 Feature vectors for discussion trees
N/A
Java
 External Java libraries for working with time, statistics, etc. (json.org,
Apache commons (math), Apache commons (cli), Joda-time)
None (currently, maybe a repository will be used to retrieve the raw
community information)

Project Title: REVEAL
Project Coordinator: INTRASOFT International S.A.
Page 33 of 52

Contract No. FP7-610928
www.revealproject.eu

D6.1.1 – Architecture and specifications

Version: final – v.0.3, Date: 29/08/2014

6.1.21 Topical context model (UniKob)
Name
Description

Input

Output

API methods
Technologies
rd
3 party
dependencies
Repositories

Topical context model
This module is a generalization of the geospatial topic module. It will derive
topic modules for text based on several influential factors from the context
(e.g. authors, communities, time). As the geospatial topic module, it will
comprise a training phase and an application phase.
Training phase:
 Set of content items (text) with additional context information
Application phase:
 Content item (text)
Training phase:
 Topic model (Probability distributions)
Application phase:
 Topic distribution for an item
N/A
Java
None (currently, maybe some convenience Java libraries)
None (currently, maybe a repository will be used to serialize the topic
models)

6.1.22 Source finding (Alblf)
Name
Description

Input
Output
API methods
Technologies
rd

3 party
dependencies
Repositories

Source finding
This module would exploit the same method (in an inverse mode ) than the
one used to measure visibility (extended influence) for trying to find the
original provenance of a tweet, if it was a bit modified and does not appear
as a classical retweet.
Tweets
A specific contributor’s tweet
N/A
 Java
 Json as the tweet format, although we can adapt to another format
 External Java libraries for working with JSON (currently Google
library GSON)
 We will align with crawlers outputs to define whether we need
specific repositories or databases. We are not constrained by the
storage so far.

6.1.23 Static and topic-sensitive influence (Alblf)
Name
Description

Static and topic-sensitive influence
The module will compute several different values, say popularity, global
influence, topic-sensitive influence or extended influence.
To summarize, popularity would describe the direct neighbourhood (one
hop away) in the social network graph.
A more global influence, i.e. beyond the first hop, can be computed by
taking into account retweets and replies.
Topic-sensitive influence expresses the level of influence of a contributor
regarding a specific topic, it may take into account the number of tweets and
interactions about a specific topic.
An extended version of influence could also measure a kind of visibility,
i.e. how the information contained in the user tweets and conversations is
propagated discussed and modified beyond the first circle that is one hop
away.
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Tweets
Different values depending of the function, to add information about the
contributor (whose profile should be stored in the Pserver)
N/A
 Java
 Json as the tweet format, although we can adapt to another format
 External Java libraries for working with JSON (currently Google
library GSON)
 We will align with crawlers outputs to define whether we need
specific repositories or databases. We are not constrained by the
storage so far.

6.1.24 Contributor alignment (Alblf)
Name
Description

Input
Output
API methods
Technologies
rd

3 party
dependencies
Repositories

Contributor alignment
We speak about contributor alignment to describe how the topics that are
discussed by the contributor or influencer are a lot discussed elsewhere in
the social network beyond the sphere of influence of the user, i.e. if they are
hot topics with respect to some user-defined criteria.
The level of alignment depends on the list of hot topics that the contributor
also speaks about.
Tweets
The level of alignment of the contributor (whose profile should be stored in
the Pserver)
N/A
 Java
 Json as the tweet format, although we can adapt to another format
 External Java libraries for working with JSON (currently Google
library GSON)
 We will align with crawlers’ outputs to define whether we need
specific repositories or databases. We are not constrained by the
storage so far.

6.1.25 Community detection (NCSR)
Name

Multipartite Community discovery

Description

Discovering communities of users, tags and URLs. These are 3 entities
that form a three partite network. Each multipartite community will contain
nodes from all entities. Other possibilities exist, for instance we may have
users, named entities, and relations between named entities. The end
result is information rich communities


Input




Output



Processed social network data that comprise users, tags and
resources (e.g. a URL or an image), other possibilities exist: for
instance users that posts, users that reply and keywords used or
even users, named entities and relations between named entities
Input might be fed also from the modules of WP3 that produce
named entities and relations
Communities of users, tags and resources or communities of uses,
named entities and relations
The above information will be made available in JSON format

API methods

N/A

Technologies

Currently written in Matlab will have to be rewritten in Java
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3
party
dependencies

None

Repositories

A storage (possibly MongoDB) will be needed to store community profiles

6.1.26 Influence calculation (NCSR)
Name

Influence Calculation

Description

Topic-Specific Supervised Random Walks (TS-SRW) is a supervised
learning algorithm for identifying topic-specific influential users. Thus a
network of user interactions (e.g. mentions), the content they have
produced, and a given list of influential users the algorithm will learn to
discover new topic specific influential users.

Input

At the moment, the algorithm needs as input raw social network data
(which will be pre-processed to obtain the implied mention graph and the
textual content)

Output

A ranked list of users (user_id: influence_score)

API methods

N/A

Technologies

Python 2.7

rd

3
party
dependencies

At the moment:
Python libraries: scipy, numpy, networkx, nltk

Repositories

Results will be stored in PServer (MySQL)

6.1.27 Pserver (NCSR)
Name

PServer Profiles

Description

Representation and maintenance of user (and possibly) community profiles
in PServer. (Modalities and communities are computed by modules that
communicate with PServer).




Input
Output




Raw Social network data (e.g. number of followers)
Input from WP2 software modules (e.g. user influence or user role)
User/Contributor profile: comprising demographic data, modalities
(e.g. influence), user roles (e.g. elitist), etc.
Communities and community profiles
The above information will be made available in JSON format
(each user profile will be sent as JSON file)

API methods

N/A

Technologies

Java, MySQL

rd

3

party

None
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dependencies
Repositories

It needs a MySQL database to operate

6.1.28 Relation discovery (NCSR)
Name

Relation Discovery

Description

The module will identify relations between entities within a text (e.g.
"Obama went to China": "Obama" and "China" are the entities and
"went" is the relations between them).

Input

JSON as input

Output

JSON as output

API methods

N/A

Technologies

Java (possibly Python)

rd

3
party
dependencies

For now, no Storm will be used (maybe during the second year, if it's
necessary)

Repositories

Solr

6.1.29 Semantic segmentation (NCSR)
Name

Semantic segmentation

Description
Input

The module cleans an html from all tags and returns the cleaned text of
an article
html page as input

Output

cleaned text as output

API methods

N/A

Technologies

Java

rd

3
party
dependencies

For now, no Storm will be used (maybe during the second year, if it's
necessary)

Repositories

MongoDB
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6.1.30 Stylometry (NCSR)
Name

Stylometry

Description
Input

The module will identify the important features of the style of the
contributor
JSON as input

Output

JSON as output (most probably since it has not started yet)

API methods

N/A

Technologies

Java (possibly Python)

rd

3
party
dependencies

For now, no Storm will be used (maybe during the second year, if it's
necessary)


Repositories

Solr

6.1.31 Presence (NCSR)
Name
Presence (WP2>T2.1)
Description

Responsible for identifying duplicate accounts of a user on different
social media.





Input

Output

Contributor Profiles from PServer
Community Profiles from PServer
Multiple Raw Social Network data
An array of tuples, each containing two user account ids, in
different social networks, followed by a probability of the
duplicate identity of two accounts

API methods

N/A

Technologies

Java or Python

rd

3
party
dependencies

None

Repositories

Results will be stored in PServer (MySQL)

6.1.32 Community Tracking (NCSR)
Name

Community Tracking

Description

Tracking communities of users across time. (e.g. user community 1 grew
st
nd
from the 1 day to the 2 or user community 2 became extinct in the same
period)

Input

Social network data that comprise a network of user interactions
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Segmentation of data in time frame
Output

Communities per time frame, and correspondence between communities
of neighbouring time frames (e.g. grows(c1,c2,t1t2), it denotes that c1
grew and become c2 from t1 to 2; splits(c6,c7,c8,t1-->t2) denotes that c6
split into c7 and c8)

API methods

N/A

Technologies

Currently implemented in Matlab, will have to be re-written in Java

rd

3
party
dependencies

CFinder (http://cfinder.org/) which is written in Java. May require
permission to use it. Alternative library will be sought.

Repositories

A storage (possibly MongoDB) to store results

6.1.33 Linguistic analysis (NSCR)
Name

Linguistic analysis

Description

The module will identify the entities within a text (e.g. "Obama went to
China": "Obama" and "China" are the).

Input

JSON as input

Output

JSON as output

API methods

N/A

Technologies

Java (possibly Python)

rd

3
party
dependencies

For now, no Storm will be used (maybe during the second year, if it's
necessary)

Repositories

None

6.1.34 History (NSCR)
Name

History

Description

Responsible for indicating past activity of a user on different social media





Input

Output

Contributor Profiles from PServer
Community Profiles from PServer
Raw Social Network data
A value which characterizes the user as high, medium or low
active user

API methods

N/A

Technologies

Java or Python

rd

3
party
dependencies

None
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Results will be stored in PServer (MySQL)

6.1.35 Misbehaviour (NSCR)
Name

Misbehavior

Description

Responsible for identifying accounts of users that acting in a non-truthful
or devious way.





Input

Output

Contributor Profiles from PServer
Community Profiles from PServer
Raw Social Network data
A value which indicates the level of misbehavior of a user. Could
range in [0,1]

API methods

N/A

Technologies

Java or Python

rd

3
party
dependencies

None

Repositories

Results will be stored in PServer (MySQL)

6.1.36 Semantic segmentation (NSCR)
Name

Semantic segmentation

Description
Input

The module cleans an html from all tags and returns the cleaned text of
an article
html page as input

Output

cleaned text as output

API methods

N/A

Technologies

Java most probably

rd

3
party
dependencies

For now, no Storm will be used (maybe during the second year, if it's
necessary)

Repositories

None

6.1.37 Trust and credibility model (Ukob-ALCATEL)
Name
Description

Trust and credibility
Trust (or distrust) might be the result of social interactions between users.
Certain interactions might generate trust, others might destroy trust. This
module will build a supervised model for trust prediction based on interaction
features for tuples of users. This means, it will look at a pair of user and their
interaction patterns, compare these observations to other interaction
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patterns of users for which it is known if they do or do not trust each other
and attempt to predict the trust for this user pair. The approach is
supervised, which motivates two APIs, one for training, one for application.
Training phase:
 Set of feature vectors for pairs of users and the label whether or not
they trust each other.
Application phase:
 Feature vector for a user pair
Training phase:
 Trust model
Application phase:
 Prediction of trust, either binary (yes/no) or as a score (float)
 Java
 Social Context Module (UKob): feature generation
 maybe some suitable Java libraries (Weka, Apache Commons,etc.)
None (currently, maybe a local repository will be used to serialize the trust
models)

6.1.38 Trust and credibility model (ITINNO)
Name
Description

Input
Output
API methods
Technologies
rd

3 party
dependencies
Repositories

Trust and credibility (ITINNO)
Evidential knowledge-based approach to trust and credibility modelling.
Real-time incremental evidence can be asserted as OWL facts in a triple
store (by the situation assessment component). In addition end user
analysts can asset situation specific a-priori knowledge. Scalable simple
inferences will classify large volumes of evidence and support interactive
analysis of situation assessment views from individual analysts’
perspectives. This work includes a UI to support interactive analysis
sessions with the trust and credibility model.
Evidence from situation assessment + a-priori situation specific knowledge
Inferred classifications of evidence allowing filtering/ranking/analysis of
situation assessments by analysts
OWL inference patterns + UI for interactive analysis
Triple store (e.g. OWLIM SE) + HTML + Javascript (e.g. D3) + Python
backend data layer
ITINNO situation assessment + ITINNO Decision support visualisation
Triple store (e.g. OWLIM SE)

6.1.39 Sentiment Analysis (ATC)
Name

Sentiment Analysis Classifier

Description

Identifies if a text has positive, negative or neutral sentiment. Designed
especially for sentiment analysis of short texts (tweets).

Input

Gets the text whose sentiment has to be identified.

Output
API methods

Provides category predictions of the sentiment of the text (positive,
negative, neutral)
Sentiment findSentiment(String text)

Technologies

Java
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None

Orchestration
Synchronisation

Synchronization is a rather critical issue in REVEAL since there are many dependencies in the chain
of processing carried out either by the Storm based or non-Storm based modules. In order to
efficiently overcome any unnecessary complexity we will take advantage of a flagging mechanism in
the repositories used in REVEAL architecture, especially in MongoDB repository. The approach
consists of the enrichment of the original schema of the identified data objects with additional fields
(flags) indicating a state in the chain of processing, such as "indexed", "analysed" and more. In that
way the polling processes running in background will be able to identify and collect a precise subset
of documents in the MongoDB repository for further processing. An additional feature that will
enhance the accuracy of the proposed flagging mechanism is that the MongoDB repository allows
any number of concurrent or parallel reads in the created collections. Additionally, the RabbitMQ
message broker could serve the goal of efficient synchronization between the REVEAL modules by
issuing appropriate messages indicating the change in the state of the analysed/processed
documents representing the various REVEAL data objects.

6.2.2

Communication

All outputs from WP2/3/4 will be published to a RabbitMQ broker. RabbitMQ will allow REVEAL
partners to create a communication pipeline that enables loosely coupled processes to communicate
asynchronously, scale with load, initiate system state changes, and report back on those changes as
they occur. It’s a flexible system that can greatly enhance the speed and resiliency of complex
system architectures, like the one designed for REVEAL. RabbitMQ is the leading open source
implementation of the Advanced Message Queuing Protocol (AMQP). One of the things that
REVEAL components can benefit from is that it can be built with a high level of fault tolerance.
In RabbitMQ messages are dropped on an exchange, and queues attach to that exchange to receive
some subset of the messages. For the purposes of REVEAL components we will use a topic
exchange, since in many cases one or many components will need to be provided with a set of
already processed and analyzed messages. Topic exchanges route messages to one or many
queues based on matching between a message routing key and the pattern that was used to bind a
queue to an exchange. The topic exchange type is often used to implement various
publish/subscribe pattern variations. Topic exchanges are commonly used for the multicast routing of
messages. The queues lives in the RabbitMQ service bus, so listeners can be added and removed
based on need.
In order to facilitate the communication between the various REVEAL components that will be
emitting messages in JSON format and the RabbitMQ messages queues a client HTTP adapter to
work with the REST interfaces will be created. The REST API provided by REVEAL REST Adapter
will be used to produce and consume messages to and from RabbitMQ message queues.

6.2.3

Scheduling/Triggering jobs

Cron is a time-based scheduler with which we can schedule to execute specific services/scripts in
background. Crontab is a text file that contains user’s cron jobs, and there is a daemon named cron
that is responsible for monitoring and executing cron jobs in background. It’s one of the most
standard ways to run tasks in the background on Linux machines. The idea is to set up a number of
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cron jobs where each one will trigger, either on predefined intervals or on demand, a java process
residing inside the same system. These java processes in turn will invoke through the REST HTTP
API the controllers provided by REVEAL partners for initiating the various batch processing modules
like long-term indexing and calculations.
On some cases there will be the need to continuously poll the MongoDB repository for content
flagged in a specific way in order to invoke the HTTP controllers provided by WP5 modules. For that
purpose a java process needs to be created and run in a daemon state which will be responsible to
notify the long running modules that are responsible for content indexing.

6.3

Secondary Modules

There is a need for certain modules that do not take part in the analysis but participate in the
workflow of WP6. Such modules can be considered as secondary since they provide support for
invoking/controlling or scheduling main modules of the workflow.





Orchestrator: the role of this module is to orchestrate various modules of the offline
process. It is not clear if it will be necessary to be included in the worklow. It could be omitted
if the module are synchronised by means of common flags as described in the previous
section.
MQ2mongo adapter: this module will listen to RabbitMQ message queue and will copy
content to mongodb, to be subsequently used by batch processing jobs.
Storm Controllers: there will be one controller for each topology (ITINNO, UniKob, CERTH)
to start a new storm topology when receiving a request through an HTTP interface.

More specifically, the controllers will provide the following API, as provided in deliverable D5.1:
HTTP endpoint: ITINNO controller

GET /itinno-controller/assessment/
GET /itinno-controller/assessment/<assessment-id>
--> return status and active situation assessment URI's for visualization
POST /itinno-controller/assessment/<assessment-id>
--> start search & crawling & replay
--> stop
--> add new focus area
--> remove focus area
--> add configuration
--> remove configuration
DELETE /itinno-controller/assessment/<assessment-id>
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HTTP endpoint: UniKob controller

GET /ukob-controller/assessment/
GET /ukob-controller/assessment/<assessment-id>
--> return status and active situation assessment URI's for visualization
POST /ukob-controller/assessment/<assessment-id>
--> start topic and semantic modelling
--> stop
--> add configuration
--> remove configuration
DELETE /certh-controller/assessment/<assessment-id>

HTTP endpoint: CERTH controller

GET /certh-controller/assessment/
GET /certh-controller/assessment/<assessment-id>
--> return status and active situation assessment URI's for visualization
POST /certh-controller/assessment/<assessment-id>
--> start geolocation & image feature classification
--> stop
--> add configuration
--> remove configuration
DELETE /certh-controller/assessment/<assessment-id>
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7 Data Access - Persistence Layer
7.1

Data access objects

7.1.1

SDK

In order to aid module developers and improve the maintainability of the REVEAL solution, an SDK
will be created. The SDK will provide a domain, which contains definitions of classes that are
common between modules. It will also provide a MongoDB client that will provide a unified way of
accessing the MongoDB database.
Domain: A library containing classes that are common between REVEAL modules. Two versions will
be created, one in Java and one in Python. The benefits of a common domain are:




Head start for all module developers, since they will not need to create certain classes from
scratch.
Consistency between modules
More maintainable code

DBClient: A library containing functions that run CRUD operations and interact with the underlying
MongoDB database. The DBClient will be implemented in both Java and Python.




7.1.2

Control and monitor the access to the REVEAL repository.
Offers handlers for CRUD operations for every domain object
Provides an abstraction layer to the MongoDB. In the case where the MongoDB is updated,
a simple update to the DBClient would suffice to make sure all module developers can utilize
the updated MongoDB without updating their own code.

RESTful

Representational State Transfer (REST) has gained widespread acceptance across the Web as a
simpler alternative to SOAP- and Web Services Description Language (WSDL)-based Web services.
Key evidence of this shift in interface design is the adoption of REST by mainstream Web 2.0 service
providers—including Yahoo, Google, and Facebook—who have deprecated or passed on SOAP and
WSDL-based interfaces in favour of an easier-to-use, resource-oriented model to expose their
services.
REST defines a set of architectural principles by which you can design Web services that focus on a
system's resources, including how resource states are addressed and transferred over HTTP by a
wide range of clients written in different languages. If measured by the number of Web services that
use it, REST has emerged in the last few years alone as a predominant Web service design model.
In fact, REST has had such a large impact on the Web that it has mostly displaced SOAP- and
WSDL-based interface design because it's a considerably simpler style to use.

7.2

ExpressJS

Express is a minimal and flexible node.js web application framework, providing a robust set of
features for building single and multi-page, and hybrid web applications. It is part of the MEAN stack
and is a great tool for building REST APIs. The REST APIs are necessary to feed the front end
(AngularJS) with data from the business layer of the system.
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Repositories

7.3.1

MongoDB

MongoDB is an open-source document database that provides high performance, high availability,
and automatic scaling.
In MongoDB, a record is a document. A document is a data structure composed of field and value
pairs. MongoDB documents are similar to JSON objects. The values of fields may include other
documents, arrays, and arrays of documents.
Using documents as records provides significant advantages. First of all documents (i.e. objects)
correspond to native data types in many programming languages. Secondly embedded documents
and arrays often reduce I/O activity on the database system and the need for expensive joins. Fluent
polymorphism is also supported thanks to the dynamic schema offered by MongoDB.
To guarantee high availability, MongoDB’s replication facility, called replica sets, provide automatic
failover and data redundancy. A replica set is defined as a group of MongoDB servers that maintain
the same data set, providing redundancy and increasing data availability.
From a scalability point of view MongoDB provides horizontal scalability as part of its core
functionality. Automatic sharding distributes data across a cluster of machines and replica sets can
provide eventually-consistent reads for low-latency high throughput deployments.

7.3.2

15

Apache Solr

Solr is an open source enterprise search server based on the Lucene Java search library. Some of
the key features it offers are: advanced full-text search, optimized for high volume web traffic
content, scalability through efficient replication, faceting information retrieval and more. Due to its
scalable nature we believe it fits best inside the high scalable architecture of REVEAL ecosystem.
Additionally, Solr offers near real-time search (near real-time search means that documents are
available for search almost immediately after being indexed) so it can handle the time critical
retrieval of the analyzed and context annotated information provided by WP4/5 modules.

15

Apache Solr: http://lucene.apache.org/solr/
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8 Physical Deployment
Minimum H/W specs for REVEAL project. In practice, they must be even higher because they are
referring to physical machines, not VMs.
Total VMs: 17
In detail:
Analysis (WP2)
Will require 2 VMs, each with a 2GHZ processor 16GB RAM and at least 400GB disk space.
Storm cluster and crawler
10VMs for the Storm cluster + 1VM for the crawler: For the Storm cluster 10 VMs will be needed,
each with its own 32Gbytes RAM + 800 Gbytes disk. This will run topologies from ITINNO, CERTH
and UniKob.
Each new situation assessment (i.e. new news story or personal analysis viewpoint on a news story)
will create its own set of storm topologies. The individual processes (i.e. storm tasks) behind these
topologies will be distributed over the cluster by storm itself and we have no control over this (storm
handles all this for us).
Example of ITINNO storm topologies
 prepareJSON topology [not much resource needed]
 prepare locations topology [4 Gbytes RAM, 800 Gbytes planet OSM database disk
requirement + result tables]
 geoparse topology [8*N_task_geo Gbytes RAM, low disk requirement]
 data fusion topologies [8 Gbytes RAM, 100 Gbytes result database probably]
N_task_geo = 4 .. 8: Each topology will itself spawn a number of tasks, which are essentially Python
or Java processes running on a VM. Storm is all about incremental parallel processing so we get lots
of processes all running in parallel, and some aggregation at the end to get the results. This allows
each VM CPU to be burning at close to 100% all the time.
RAM usage: The geoparse topologies are the worst case - as a minimum 8Gbytes * 4 = 32 Gbytes
RAM per VM
Disk usage: The preprocessing and data fusion topologies are the worst case - as a minimum 800
Gbytes disk per VM

Geoserver and UI
1 VM will be required to accommodate the GeoServer and the UI backend. Its specs should be
2GHz Processor, 16GB RAM, 400GB disk space.
Focused crawler
3 VMs will be required to accommodate the Focused crawler. Their specs should be 2GHz
Processor, 16GB RAM, 400GB disk space.
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9 Testing
The REVEAL platform will be tested in the context of WP6 to assess the maturity of the technical
implementation and the alignment to the user requirements from a technical perspective. The
technical assessment of the REVEAL platform is supported by monitoring the technical parameters
of the platform performance and aims to determine how far the integrated prototype meets the
technical requirements and the functional specifications.
REVEAL development tasks are tested according to established standards on software assurance
process. This process aims to assess the efficiency of the platform functionalities and provide
evidence that the integrated prototype is fully functional and available for release through a software
assurance process. In principle, software assurance can be realised by evaluating both the software
itself (the product) and how it has been developed (the process). Both aspects are important for a
platform targeting to support scalable functionalities.
However, in prototypes such as the REVEAL platform, the software assurance of the process
becomes quite difficult. This is mostly due to the constant changes in both the design and the
requirements of the software during the project cycle itself, as a result of the ongoing work in the
other work packages and the living lab approach used for the user requirements gathering and the
user engagement process. Thus, the software assurance process means testing the outcome of the
prototype is preferred, considering this as an integrated platform consisting of individual components
which are integrated using the architecture principles that are analysed in this document.
Software validation is the “confirmation by examination and provision of objective evidence that
software specifications conform to user needs and intended uses, and that the particular
requirements implemented through software can be consistently fulfilled”. Since software is usually
part of a larger hardware system, the validation of software typically includes evidence that all
software requirements have been implemented correctly and completely.
In general, software validation is the process of developing a “level of confidence” that the system
meets all requirements, functionalities, and user expectations as set out during the design process. It
is a critical tool used to assure the quality of its component and the overall system. It allows for
improving/refining the end product.
Software validation is realised through quality models. In the past, different quality models have been
proposed, each of which addresses different quality attributes that allow evaluating the developed
software. Some of the most well-known are:


McCall's model of software quality (GE Model, 1977), which incorporates 11 criteria
encompassing product operation, product revision, and product transition.



Boehm's spiral model (1978) based on a wider range of characteristics, which incorporates
19 criteria. The criteria in both, this and the GE model, are not independent as they interact
with each other and often cause conflicts.

16

17

16

J.A. McCall, P.K. Richards, and G.F. Walters, “Factors in Software Quality,” vols. 1, 2, and 3, AD/A049-014/015/055, Nat'l Tech. Information Service, Springfield, Va., 1977.
17

Barry W. Boehm, “ A spiral model of software development and enhancement”, TRW, Defence
Systems Group
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18

ISO 9126-1 incorporates six quality goals, each goal having a large number of attributes.
These six goals are then further split into sub-characteristics, which represent measurable
attributes (custom defined for each software product).
19

Recently the BS ISO/IEC 25010:2011 standard about system and software quality models has
replaced ISO 9126-1. Applying any of the above models is not a straightforward process. There are
no automated means for testing software against each of the characteristics defined by each model.
For each model, the final attributes must be matched against measurable metrics and thresholds for
evaluating the results must be set. It is then possible to measure the results of the tests performed
(either quantitative or qualitative/observed).
For the REVEAL case, we have adopted the ISO/IEC 25010:2011 standard, which is the most
widespread reference model and it includes the common software quality characteristics that are
supported by the other models. This standard defines two quality models providing a consistent
terminology for specifying, measuring and evaluating system and software product quality:


Quality in use model, which is composed of five characteristics that relate to the outcome of
interaction with the system and characterises the impact that the product can have on the
stakeholders.



Product quality model, which is composed of eight characteristics that relate to static properties
of software and dynamic properties of the computer system.

For our case, the product quality model is adopted. The eight characteristics, are further divided into
sub-characteristics, as shown in the following figure:

Figure 4: The ISO/IEC 25010:2011 system/software quality model characteristics

For each of the sub-characteristics, a metric/measurable attribute is defined, along with thresholds.
These metrics and thresholds are customised for each software product, which in our case is the
REVEAL platform (consisting of individual components). By evaluating the complete set of metrics,
we will be able to assess the overall quality of our platform and the percent to which we were able to
meet the user requirements (reflected to system specifications and functionalities) defined during the
design phase of the project.
18

ISO/IEC 9126-1:2001, Software engineering -- Product quality -- Part 1: Quality model

19

BS ISO/IEC 25010:2011, Systems and software engineering - Systems and software Quality Requirements
and Evaluation (SQuaRE) - System and software quality models
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10 Conclusions
The current document contains the architecture specifications and design of the integrated REVEAL
platform that will serve as a basis for the development tasks of the project. This architecture
description document will be very useful to define and communicate the initial architecture of the
REVEAL platform. The architecture will continue to evolve throughout the project and we need to
make sure that it is consistent with design and implementation work in the other technical work
packages and the early pilot activities of the project.
This deliverable presented the activities for the delivery of a baseline implementation of the REVEAL
platform, which acts as the reference point for the actual development of this platform and offers a
shared and common background for the Consortium participants on the envisaged technologies that
are necessary to build such a platform.
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11 APPENDIX A: REVEAL vocabulary
The list below presents the REVEAL vocabulary at its current state. This will be enhanced
throughout the project lifetime.
Table 1: REVEAL vocabulary

Collection: Content that can be browsed and searchable through a search API as a logical
unit.
Community: A contributor cluster with additional information such as the relations between
its members.
Community Profile: Meta-information related to a community, such as relevant tags,
prominent users, community size etc.
Confidence Score: A numerical value quantifying the belief of a statement or an algorithm
result.
Connected Contributor: The user linked with a relationship within a Social Network (friend,
follower etc.)
Contributor: The user of a social network (Facebook, twitter etc.).
Contributor Category: refers to the Social Network User Class (?) as written in the
components description. The word “Class” is reserved in most OO programming languages.
Contributor Cluster: A group of users with similar characteristics.
Contributor Influence Score: Numeric value that indicates the calculated influence of a
Contributor.
Contributor Profile: The profile information of a Contributor’s account.
Contributor Topic Influence (Score?): Numeric value that refers to a combination of user
and topic. It indicates the influence of a user upon a specific topic.
Contributor Trustworthiness (Score?): Numeric value that indicates the reliability score of
a Social Network User.
Crawling Request: A request sent to a crawling module to invoke a new crawl.
Crawling: The act of accessing Web servers, APIs or file systems in order to extract
information to feed into the search platform. By following links, a crawler is able to traverse
Web content hierarchies based on a single-start URL.
Crowdsourcing: Is the practice of obtaining needed services, ideas, or content by soliciting
contributions from a large group of people, and especially from an online community.
Gamification: Is the use of game thinking and game mechanics in non-game contexts to
engage users in solving problems.
GeoLocation: The geographic location of an entity (user/event/topic) expressed ideally by its
coordinates and its name or by a higher level location description (e.g. city name)
Item: A piece of information that describes a retrievable logical unit. The indexed items within
the search index constitute a Collection. In REVEAL an Item can be considered a piece of
text in a Social Network e.g. “StatusUpdate” or a “tweet” associated with its metadata (author,
date etc.). Similarly, in the case of OfficialSources the Item will be the textual content of a
story/article, linked (conceptually) with its metadata.
Item Metadata: The additional information that describes an Item (e.g. StatusUpdate,
GeoLocation, Landmark, Translations, Author, Date etc.). Programmatically, the metadata
will reside inside the Item Class.
Item Metadata Field: Each field of the item metadata. It can be of varying type (text, string,
datetime etc.).
Item Popularity Score: Numeric value that indicates the popularity of an item (e.g.
calculation of retweets, likes, rating etc.). The popularity could also be expressed with a more
complex structure (e.g. a collection of ratings from different social media platforms) instead of
a numeric score.
Item Cluster: A group of items clustered according to certain requirements (typically as a
result of a clustering process)
Media Item: Any multimedia item (in the context of REVEAL use cases, multimedia items
refer to images and videos).
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Media Item Authenticity Score: A numeric value that indicates the authenticity of a
multimedia item. It is used for characterising fake images/videos.
Media Item Category: refers to the Media Item Class as written in the components
description. The word “Class” is reserved in most OO programming languages. The category
refers to the nature of the Media Item (e.g. photograph, diagram, rendering)
Media Item Concept: refers to the context, scene or object being depicted by the Media Item
(e.g. nature, sea, car). An interesting sub-category is the Geographic Concept (e.g. building,
desert, weather phenomena)
Media Manipulation: In the context of REVEAL use cases, media manipulation is the postprocessing of a media item (image or video) after it has been originally captured, in order to
create an illusion, a forgery or to express a specific opinion by adding or removing information
from the media content.
Mining: Finding useful facts in databases of text or multimedia content; evaluating large
amounts of stored data and looking for useful patterns.
Named Entity: a phrase that clearly identifies one item from a set of other items that have
similar attributes. Examples of named entities are first and last names, geographic locations,
ages, addresses, phone numbers, companies and addresses. Named entities are often
mined for marketing initiatives.
Official Source: An informative Website to be crawled for a given domain. For example, in
the case of news (BBC, the Guardian, DW, die Zeit), in the case of cinema (IMDb, rotten
tomatoes).
Processing Pipeline: Sequential stages of processing within the search engine before the
creation of a final index of the content.
REVEAL User: The user of the REVEAL platform.
REVEAL User Profile: The profile information of the REVEAL user.
Search Result: A result (URL and title) returned after a query is submitted to a Search
Engine. It can also possibly be a more complex structure (including score etc.).
Search Result Set: A list of search results (Search Result items).
Social Network Object: Twitter user, Facebook page, YouTube channel.
Stylometry: Technique for capturing important features of the style of contributors
Topic: A story or event of interest e.g. Facebook event, twitter hash tag.
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